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Abstract

The concentration of population in cities has created complex and interconnected
systems characterized by vital infrastructures, socio-economic interactions, and
governance networks. Factors such as increasing environmental complexity, growing
competition, expansion and prevalence of advanced technologies, development of
information and communication technologies, emergence of new methods for the
provision of goods and services, environmental issues, and the shift of organizations
from tangible to intangible assets have posed a wide range of intricate, diverse, and even
unpredictable risks and threats to smart cities. In this context, the intelligent management
of urban environmental threats has gained special importance as one of the pillars of
urban sustainability. This study aims to explain and evaluate urban environmental threats
with a smart city approach and explores its effect on selected indicators in the
Municipality of Tabriz in terms of two dimensions, “probability of occurrence” and
“degree of impact”. The statistical population consists of 55 experts and specialists
working in smart city development departments in Tabriz Municipality, who were
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selected through the convenience sampling method. For data analysis, the one-sample t-
test was used in SPSS software to evaluate research indicators. Then, to identify and
rank the risks, the second-order factor analysis method was applied in AMOS software.
The findings suggest that among the study indicators, the main threats in terms of
probability of occurrence and degree of impact were: legal and ethical challenges (0.92),
smart equipment and urban safety (0.90), digital divide (0.86), population density (0.85),
electronic infrastructure (0.77), and changes in people's behavior (0.75). Overall, the
results reveal the undesirable status of Tabriz Municipality in terms of urban
environmental threats, with the highest level of risk related to legal, equipment, and
urban safety indices.
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